Mncemo MuHuctepctBa obpasoBaHns n Haykm P® ot 14 maga 2018 r. N 08-1184
"O HanpaBneHun nHgpopmaymmn”

[enapTamMeHT rocygapCTBEHHOM MONUTMKM B cdepe obuero obpasoBaHus
MwuHoGpHaykn Poccum HanpaBnsetr Aansa  cBefeHus paspabotaHHble BpemeHHom
komuccmen Coseta degepaunm N0 pasBUTUIO  UHAOPMALMOHHOrO obuiecTea
MeToAuYeckMe pekoMeHZauusMn O pasMelleHMM Ha WHEOPMAUMOHHLIX CTeHdax,
ohuumnanbHbIX WHTEpPHET-canTax n Apyrnx MHPOPMALMOHHbIX pecypcax
obueobpasoBaTenbHbIX OpraHM3auui M OpraHoB, OCYLLECTBAALWNX YynpaBreHve B
cthepe obpasoBaHus, MHGPoOpmaumm o 6e3onacHOM MoBEeAEHUN U UCMONb30BaHUM CETU
"MHTepHeT".

MpunoxeHwe: Ha 17 n. B 1 k3.

AunpekTop denaptameHTa A.E. MNeTpos

MeToaunueckme pekomeHgauum
O pa3mMeLleHun Ha MH(OPMaALMOHHBLIX CTeHAaX, ohuumanbHbIX MHTEPHET-CanTax
M Apyrux MHopMaLMOHHbIX pecypcax obleobpa3oBaTenbHbIX OpraHM3auum u
OpraHoB, OCyLleCcTBNAWMX ynpaBneHue B cpepe obpasoBaHus, uHcopmaumm o
6e3onacHOM noBegeHUUN U ucnonb3oBaHun cetn "UHTepHeT"

dkcneptamu 1 yneHamm BpemeHHon komuccum Coseta Peaepaumm No pasBUTULO
MHOPMAaLMOHHOIO obLiecTBa B paMKax BbIMOSIHEHUS pPeKOMeHAauun napnamMmeHTCKUX
cnywaHuin "AkTyarnbHble BONpocbl obecneyeHusi 6e3onacHOCTU U pa3BUTUS LEeTeEN B
NHOPMaLMOHHOM NpocTpaHcTBe", KoTopble npownun B Cosete ®enepaumn 17 anpend
2017 r.,, 6binn paspaboTaHbl MeTOAMYECKME pPEKOMeHJauMM O pasMelleHun Ha
MHOPMALMOHHBIX cTeHpax, odomumanbHbIX WHTEepHeT-canTax n Apyrunx
MHOPMALMOHHBIX  pecypcax obuieobpasoBaTenbHbIX OpraHu3auMin U1 OpraHos,
OCYLLECTBMAKOLWMX yrpaBrneHne B cdepe obpasoBaHus, MHpopmaumm o GesonacHom
noBegeHnnN N cnonb3oBaHun cetn "HTepHeT" (Oanee - MeToanyeckme pekoMmeHgaumn).

MeTogunyeckne pekomeHaauum HanpasneHbl Ha KA4eCTBEHHOE MOBbILLEHMNE YPOBHS
MHOPMaLMOHHON AeaTenbHOCTM obueobpasoBaTenbHbIX OpraHM3aunin M OpraHos,
OCYLLECTBMAKOLWMX YynpaBrneHne B cdepe obpasoBaHusi, B 4acTu WH(OPMUPOBaHUS
yyalmxca, ux pogutenen (3akoHHbIX NpefcraBuTenen) n negarorm4ecknx paboTHUKOB
06 OCHOBHbIX acnekTax MHOpMaLUNOHHON 6e30NacHOCTMW.

MeToanyeckne pekoMeHgaumm no3eonsaT oblieobpasoBaTefibHbIM OpraHn3aumnsam
M opraHam, OCyLeCTBASAKLWMM ynpaBreHne B cdepe obpas3oBaHUsl, akTyanmsnpoBaTb
yXXe Ucnonb3yemMble U pasMeLLeHHble MH(POPMaLMOHHbIE MaTepuarbl, Tak U NOAFOTOBUTb
MX B CIlyd4ae Ux OTCYTCTBUS C YY4ETOM JyudLINX MPaKTUK U peKoMeHOaLunmn.

B pamkax MeToOMYeCKMX pekoMeHOauun paccmaTpumBaloTCs — crieayrolimne
WHCTPYMEHTDI:

1. HPOPMALMOHHbIE CTEHAbI;

2. opmumarnbHble MHTEPHET-pecypchbl;

3. cpeactBa MaccoBoM UMHGoOpMaumm  (LUKOSIbHblE raseTbl, negarornyeckme
nsgaHna n gpyrue).
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MHdopmaLmmoHHbIe cTeHAbI

Ha wHdOpMauMOHHBLIX cTeHgax B obuweobpasoBaTesbHbIX OpraHM3aumsx,
pacrnonoXeHHbIX B hone yypexaeHun M B KabuHeTax, OCHALLEHHbIX MepCoHanbHbIMU
ycTpoucTBaMn [Ona BbiIxoga B ceTb  "WHTepHeT", pekomeHOyeTca pasMecTuUTb
MH(POPMALMOHHBIE MaMATKM, coAepXalwme OCHOBHble CcoBeTbl Mo obecneveHuto
MHOPMaLMOHHON 6e30MacHOCTU yYaLLNXCS.

B npunoxennn N 1 K MeToAMYECKMM pekoMeHaauuam npeacTtasneH obpasel
naMsaTKu ONs pasmeLleHnsa Ha UHPOPMALIMOHHbBIX CTeHAAX.

CpepctBa maccoBoun MHopmauumn

B cpeactBax maccoBoW WHgoOpMauuu, OPUEHTUPOBAHHbLIX Ha oOby4aromxcs,
pekoMeHayeTCs B TedeHun yyebHoro roga peryndpHo nybnukosaTb MHAOPMALMOHHbIE
Martepuarsbl, NOCBSALWEHHbIE OTAESbHbIM acrnektam uMHopmaunmoHHon 6e3onacHocTu, a
TaKkxe pasnnyHble NamMaTku obLLero xapakrepa.

B cpeacrtBax maccoBon MHoOpMaunn, OPUEHTUPOBAHHLIX Ha nNegdarornvyeckyro
0o0LEeCTBEHHOCTb, pPEeKOMeHAyeTCss B TeYeHMM KaneHgapHoro roga  perynsipHo
nyonukosaTb WHMOPMaUMOHHbIE MaTepuanbl, MNOCBSALWEHHbIE OTAEeSbHbIM acnekTam
NHpOpMaLMOHHOM BGesonacHoCcTH Kak HEeCOBEpPLLUEHHOSETHUX, Tak n
obuieobpasoBaTenbHbIX OpraHM3auMi, a Takke pasnuyHble namaTtkn, o063opbl
HOPMaTUBHO-NPAaBOBOrO PeErynnupoBaHus gaHHOW cdepbl U MHOPMALMIO O akTyamnbHbIX
MepOonpUATUAX N COBbITUAX B aHHOW chepe.

B xopne npoBegeHna EaguHoro ypoka no 6GesonacHoctu B cetn "UHTepHeT"
pekomeHayeTcsa obecneynTb BbIMYCK TeMaTUYeCKOro BbiMyCKa CpeacTBa MacCOBOW
MHdopmaumm nmbo cepum nybnukaumm, cpeam KOTOpbIX PacCMOTPEeTb OpraHM30BaHHbIE
MeponpuaTua Ans obydawwmxcs, MUx pogutenen (3akOHHbIX npeacraBuTenen) wu
negarorm4eckon obLLecTBEHHOCTMW.

OdmumanbHblie UHTEepHeT-pecypcebl

O6weobpasoBaTeribHbIM OpraHM3aUusaM PeKoOMEHOYETCS Ha CBOMX odomuManbHbIX
MHTepHeT-pecypcax  obecrneyntb  OYHKUMOHMPOBAHWE  CaMOCTOSATENbHOro n
crneunanmnsnpoBaHHoro pasgen "MHgopmaumoHHas 6e3onacHoOCTb", B paMKax KOTOPOro
npegycMoTpeTb pasmeLleHne crnegyolen nHpopmMmaymm:

N Pasgen/nogpasgen dopmar CopeprxaHne matepuanos
npeAcTaBneHuns
MaTepuanoB
1. | JlokanbHble Konun gokymeHToB | PasmeluatoTcs Konum
HOpPMaTMBHbIE aKTbl B B popmate *PDF OOKYMEHTOB,
chbepe obecneyeHus T.€. CKAHMpPOBAHHbIN
NHOPMaLMOHHOMN BapuaHT JOKYMEHTa,




©e3onacHocTu
oby4atomxcs

COOTBETCTBYIOLLMI
TpeboBaHMAM K napameTpam
CKaHMpPOBaHMS.
PasmeluaroTca 4OKYMEHTHI,
pernameHTmpyroLwme
opraHusaumio n paboTy ¢
nepcoHanbHbIMU OaHHbIMU,
nfaHbl MEPONPUATUA NO
obecneyeHunto
NHOPMaLMOHHON
6esonacHoCTn oby4vatoLmxcs
n gpyrue.

HopmaTunsHoOe
perynupoBaHue

Konun gokymeHTOB
B (bopmate *PDF

My6rvkyoTCca akTyanbHble
cBegeHunst 06 dpeaeparnbHbIX
N pernoHarsbHbIX 3aKoHax,
NMCbMax OpraHoB BfacTu u
Apyrne
HOpMaTUBHO-NPaBOBbLIE
AOKYMEHTHI,
pernameHTupyrowme
obecneyeHune
MHGOPMaLMOHHOM
BesonacHocTH
HecoBepLUEHHONETHUX.
[lonyckaeTca BMECTO KOMnuu
pa3meLlaTb rMnepccbifikv Ha
COOTBETCTBYIOLLNE
AOKYMEHTbI Ha canTax
OpraHoB rocygapCTBEHHOM
BNacTu.

lMNeparornyecknm
paboTHMKaMm

TeKkcT Ha cTpaHuue
canTa

Konuu gokymeHTOB
B (popmate *PDF

PasmeLwatotca
MeToauyeckme
pekomMeHgaumm un
yKasblBaeTcs nHpopmMauums o
MeponpuUATUAX, NPoeKTax u
nporpaMmmax, HanpasfeHHbIX
Ha NOoBbILLEHNE
MHOPMaLMOHHON
rPaMoOTHOCTU
negarorn4yecknx paboTHMKOB.

O6yvatrowmmes

TeKkCT Ha cTpaHuue
canta

PasmeluaeTtca
MHGOPMaLUMOHHas namMsiTka
(npunoxeHune N 2) u
yKasblBaeTcs nHopmMaums o
MEpPONPUATUAX, NPOEKTaX N
nporpamMmmax, HanpaslEHHbIX




Ha NOBbILLIEHNE
MHOPMaLMOHHON
rPamMoOTHOCTM OBy4vatoLLMXCS.
5. | Pogutenam (3akOHHbIM TekcT Ha cTpaHuue | PasmelwaeTtca

npeacraBuTesNsiM) canTa MHOpPMaLMOHHAA NamMsTka
obyyaroLmxcs (npunoxenune N 3).

6. | [detckue 6esonacHble TekcT Ha cTpaHuue | PasmewaeTcsa nHdopmauums
canTbl canTa 0 pekoMeHayeMbIX K

NCNONb30BaHUIO B y4eOHOM
npouecce 6e3onacHbIX
cantax, 6aHHepbl
Ge3onacHbIX AEeTCKMUX
CaunToB.

OpraHam, ocyLlecTBrAOWMM yripasreHme B cdpepe obpas3oBaHus, pekoMeHayeTcs
Ha cBoux oduumanbHbix WIHTepHeT-pecypcax obecneunTtb YHKUWMOHMPOBAHME
CaMOCTOATESIbHOIO n cneymanmsnpoBaHHOro pasgen "MHdopmaumoHHas
Ge3onacHOCTb", B pamkKax KOTOpPOro npeaycMOTpeTb pasMeleHne cneayrowen
MHOpMaLMK:

MpunoxeHne N 1

MNamsaTka
ana oby4yarwmxca o6 mHpopmMaumoHHOM 6e30nacHOCTU aeTen

HEJ1Ib3A

1. Bcem nogpsg coobuiatb CBOK 4YacTHYH MHopMauuio (HacTtoslwmne ums,
damunuio, TenedoH, agpec, HOMep LWKOMbI, a Takke oTorpadpum ceom, CBOEN CEMbU U
Apy3eit);

2. OTkpblBaTb BrOXeEHHble annbl 3NEKTPOHHOW MOYTbl, KOrda He 3Haellb
oTnpasuTens;

3. pybuTb, nNpuanpaTbCs, OKasblBaTb AaBfieHNEe - BECTU Ccebsl HEBEXITMBO W
arpeccuBHoO;

4. He pacnopsikanca geHbraMmm TBOEW ceMbl 6e3 paspelleHus cTaplumnx - Bcerga
crnpawumBan pogutenem;

5. He BcTtpeyvanca ¢ NIHTepHeT-3HAaKOMbIMW B pearibHOM XW3HWU - NMOCOBETYUCH CO
B3pOCIbIM, KOTOPOMY [OBEpPSELLb.

OCTOPOXHO

1. He Bce nuwyTt npaeay. Yutaewb o cebe Henpasay B NHTepHeTe - coobm ob
9TOM CBOUM POAUTESIAAM UITN OMNEKYHaM;

2. lNpurnawatoT nepenucbiBaTbCs, Urpatb, OOMeHMBaTbCA - MPOBEPb, HET M
noaBoxa;

3. HesakoHHOe konupoBaHue dannos B VIHTepHeTe - BOPOBCTBO;

4. Bcerga pacckasbiBan B3pocrnbiM 0 npobriemax B CETU - OHU Bceraa nomMoryT;

5. cnonb3yn HacTporku 6e3onacHOCT U NPUBATHOCTU, YTOObI HE NOTEPSTbL CBOU



aKKkayHTbl B coLCEeTAX N ApYrnX nopTanax.

MOXHO

1. YBaxan gpyrux nonb3oBatenen;

2. Monb3yewbca IHTEpHET-UCTOYHMKOM - Aenan CCbIfIKy Ha Hero;

3. OTKpbIBa TOSBbKO T€ CCbISIKN, B KOTOPbIX YBEPEH;

4. ObpawaTtbCsa 3a NOMOLLBIO K B3POCSbIM - poaUTENW, ONEKYHbI N agMUHUCTPaLMA
canToB Bcerga nomoryT;

5. Mpongn obyvyeHne Ha canTe "CeTeBMYOK" M NOMy4Yn nacnopT UMdpPOBOro
rpaxkgaHunHa!

MpunoxeHune N 2

UHdopmaumoHHaa namsaTka
AnAa oby4yarowmxca ana pasmelweHus Ha ocpuumanbHbIX MHTepHeT-pecypcax

C kaxgblM rogomMm MOSOAEXU B UHTEPHETE CTaHOBUTbCHA Oonblue, a LUKOSbHUKN
OAHM N3 caMblX aKTUBHbIX Monb3oBaTtesien PyHeta. Mexay Tem, MOMMMO OrpOMHOrO
KOnmn4yecTBa BO3MOXHOCTEN, UHTEPHET HeceT 1 nNpobnembl. 3Ta naMsaTKa SOMKHA NOMOYb
Tebe 6e30MacHO HaXoAUTLCA B CETU.

KoMnbloTepHblEe BUPYChI

KoMnblOTEPHBIN  BUMPYC - 9TO PasHOBUOHOCTb  KOMMBIOTEPHbLIX MporpamMm,
OTNNYNTENTBHOM OCOBEHHOCTLIO KOTOPOW SABNSETCA CNOCOOGHOCTb K pPasMHOXEHW0. B
AOMNOSTHEHNE K 3TOMY, BUPYCbl MOTYT NOBPEANTb UITU MONTHOCTBIO YHUYTOXUTL BCe dpanrbl
W OaHHble, MOAKOHTPOSibHbIE MOMb30BaTENO, OT MMEHU KoToporo Obina 3anyuieHa
3apaXéHHas nporpaMmma, a Takke noBpeanTb UNU AaXe YHUYTOXUTb OnepauyMOHHYH
CUCTEMY CO Bcemu charmnamu B uUenom. B GonblUMHCTBE crydaeB pacnpoCTpaHsaTCA
BUPYCbl Yepes UHTEPHET.

MeTonbl 3alnTbl OT BPEAOHOCHbLIX NPOrpamMm:

1. Wcnonb3yn cOBpPEeMEHHbIe oOnepaunoHHble CUCTEMbI, UMEILWMNEe Cepbe3HbIN
YPOBEHb 3alUNTbl OT BPEAOHOCHbLIX Nporpamm;

2. [loctosiHHO  ycTaHaBnuBanM nadtm  (UMcppoBble  3annaTku, KOTOpble
aBTOMaTUYEeCKM YyCTaHaBNMBaKTCA C Uenblo AopaboTkm nporpammbl) W - gpyrue
obOHOBNEHMs1 cBoen onepaumoHHon cuctembl. CkaumBan MX TONbKO C oduumanbHOro
canta paspabotunka OC. Ecnn cywecTByeT pexmm aBTOMaTMYECKOro OOHOBMEHUS,
BKIHOYN €ro;

3. Pabotan Ha cBoeM KoMMNblOTEPE MNO4 nMpaBaMmu MONb3oBaTensd, a He
agMUHUCTpaTopa. O3TO He MNo3BOSIMT  OOMbLUMHCTBY  BPEAOHOCHbLIX  MpPOrpamm
WMHCTanNIMpoBaTbCs Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Mcnonbayi aHTMBMPYCHbIE nporpamMmmMHble NPOaYKTbI N3BECTHbIX
npounsBoanTenen, ¢ asTomaTn4ecknm obHoeneHem 6as;

5. OrpaHunyb puanyeckmin JOCTYMN K KOMMbOTEPY OS5 MOCTOPOHHUX ML,

6. Mlcnonb3yn BHeLWHWE HOCUTeNu WHOpMauun, Takue Kak dorewlka, OUCK unm
drann u3 MHTepHeTa, TONbKO N3 NPOBEPEHHbIX NCTOYHUKOB;



7. He oTKpblBah KoMMbloTepHble annbl, MOMNYYEHHbIE W3 HEeHaOEXHbIX
MCTOYHMKOB. [Jaxe Te dpannbl, KOTOpPble NpuUcsan TBOM 3HAaKOMbIW. Jlydlle YyTOYHWU y Hero,
oTnpaBnAn nun oH Tebe ux.

Cetnn WI-FI

Wi-Fi - aTO He BuA nepefayn OaHHbIX, HE TEXHOMOrMs, a BCero nuwb 6pens,
mMapka. Ewe B 1991 rogy HMaepnaHackas komnaHus 3apernctpuposana 6peng "WECA",
4yto ob6o3Havano cnosocodeTaHne "Wireless Fidelity", koTopblM nepeBoguTCa Kak
"GecnpoBogHasa TOYHOCTL".

[lo Hawero BpemMeHn gowwna apyraa abbpesmnaTypa, KoTopas ABNSETCA Takon Xe
TexHonornen. 3to abbpesmartypa "Wi-Fi". Takoe HasBaHue OGbINIO OaHO C HAMEKOM Ha
cTaHgapT BbiCWKA 3BYKOBOM TexHukn Hi-Fi, 4To B nepeBoge oO3Ha4aeT "BblCOKas
TOYHOCTbL".

[a, 6ecnnaTHbIN WMHTEPHET-OOCTYN B Kade, OTensax M asponoprax sBASETCS
OTNIMYHON BO3MOXHOCTbK BbIXO4a B WHTEpHET. Ho MHOrme aKkcnepTbl CYMTAKOT, YTO
obwepoctynHble Wi-Fi ceTn He siBnsoTcs 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTn paboTe B 0benocTynHbix cetax Wi-fi:

1. He nepegaBai CBOK NMYHYO MHopMaumio Yyepes obwenoctynHble Wi-Fi ceTw.
PaboTas B HUX, XenaTtenbHO He BBOAUTb NaposiM AOCTYNa, FIOMMHbI U Kakue-TO HOMepa;

2. cnonb3yn 1 obHOBNAN aHTUBUPYCHbIE NporpamMmMbl U 6paHamayep. Tem cambim
Tbl 06e3onacuilb cedst OT 3aKayku BMpyca Ha TBOE YCTPOWUCTBO;

3. Mpun mncnonb3zoBaHun Wi-Fi oTkntoun dyHkumo "OBwmn goctyn K hannam wm
npuHtepam". [aHHasa QYyHKUMA 3akpbliTa MO YMONYaHWIO, OAHAKO HeKoTopble
nonb3oBaTenn akTUBUPYIOT €€ Ans yaobcTea ncnonb3oBaHna B pabote nnu yvebe;

4. He ncnonb3yn nyonuunbin WI-FI ona nepegaynm nuyHbIX AaHHbIX, HAnpumep Ans
BbIXxo4a B coumaribHble CETU UM B ANEKTPOHHYIO NMOYTY;

5. inonb3yn TONbKO 3awmuieHHoe coeanHeHue 4vepe3 HTTPS, a He HTTP,
T.e. Npu Habope Beb-agpeca BBOAN UMeHHO "https://";

6. B MobunbHoM TenedoHe oTkmoum  yHkumo  "TlogknoveHne k  Wi-Fi
aBTOMaTuyeckn". He pgonyckam aBTOMATMYeCKOro MOAKIKYEHUS YCTPOUCTBA K CeTAaM
Wi-Fi 6e3 TBO€ErO cornacus.

CounanbHble ceTu

CoumanbHble CETM aKTMBHO BXOOAT B Hally XW3Hb, MHOrMe nwogun paboTatoT u
XUBYT TaM MOCTOAHHO, a B Facebook yxe 3apernctpupoBaH munnuapg 4enoBek, 4To
ABNSETCA OAHOW CceabMOM BCeX »>XuTenew nnaHeTbl. MHOrMe nonb3oBaTenn He
NMOHUMAIOT, YTO MHGOPMaUNA, pasMeLLEHHAs UMUK B COLManbHbIX CETSX, MOXET ObITb
HamgeHa M MCNonb3oBaHa KeM YrogHo, B TOM 4ucre He obsasaTenbHo ¢ 6narumu
HaMepeHUaAMN.

OcHOBHble coBeTbl N0 6e30MacHOCTU B couMarnbHbIX CETAX:

1. OrpaHunyb cnncok gpysen. Y 1eba B Apy3bsX HE AOMKHO ObiTb CryYamHbIX U
He3HaKOMbIX Naen;

2. 3awmian CBOK YacCTHY XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca,
[aTty TBOEro poXAEHUs W OpYryl nUYHy uHdopmMaumioo. 3noyMbIUNEHHUKU MOryT



ncnonb3oBaTb Adaxe MHGOPMaUMK O TOM, Kak Tbl U TBOW pPOOUTENM MNnaHUpyeTte
NPOBECTU KaHWKYIbI;

3. 3awumuwan ceBor penyTaumio - OAepXuM ee B YNCTOTE M 3agaBan cebe BONpocC:
xoTen 6bl Tbl, YTOOLI Apyrne nonb3oBaTenu BUOENW, YTO Tbl 3arpyxaewbs? Nogyman,
npexae Yem 4To-To onybnmnkoBaTb, HANUCaTb U 3arpy3nTb;

4. Ecnn Tbl roBopullb C fOObMW, KOTOPbIX HE 3Haellb, HEe WCMNONb3yh CBOE
peanbHOe UMS N OPYrY0 NIMYHYI0 MHOPMaUUK: NMS, MECTO XXUTENbCTBA, MECTO y4ebbl K
npoyee;

5. N3beran pasmewieHnsa dotorpacdunm B WHTEpHeTe, rae Tbl M300paxkeH Ha
MECTHOCTH, NO KOTOPOM MOXXHO OnpeaennTb TBOE MECTOMOSIOXKEHNE;

6. MNpn pernctpaunm B coumanbHOM CETM HEOOBXOAMMO WMCMONb30BaTb CHOXHbIE
naponu, coctosime n3 6yks 1 LMGP M C KONTIMYECTBOM 3HAKOB HE MeHee 8;

7. Ona coumanbHOM CeTW, MOYTbl U APYrMX CaWTOB HEOBXOOMMO MCMONb30BaTb
pasHble naponu. Torga ecnn Tebsi B3NOMaT, TO 3MOYMbILISIEHHUKN MNofnyyYaT AOoCTyn
TONbKO K OOHOMY MECTY, a He BO BCe cpaay.

SﬂeKTpOHHbIe OEeHbI'n

ONEKTPOHHbIE [AEHbIMM - 3TO O4YeHb YAoOHbIM cnocob® nnaTtexewn, OAHaKo
CYLLECTBYHOT MOLUEHHMKU, KOTOPbIE XOTAT MNONYYUTb 3TN OEHDLIN.

ONEKTPOHHbIE [AEHbIMM MOABUINCb COBCEM HEOABHO WU MMEHHO M3-3a 3TOro BO
MHOIMX rocygapcrBax 4O CUMX NOp He NPOonmncaHo Npo HUX B 3aKOHaX.

B Poccumn xe oHM PYHKUMOHMPYHOT M O HUX YXe MNPOMNUcaHo B 3aKoHe, rae ux
pas3nensitoT Ha HEeCKONbKO BMAOB - aHOHUMHbIE M HE aHOHMMHbIE. PasHuua B TOM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOpbIX paspellaeTcs nNpoBoauTb onepauun 6e3
noeHTuukaumm nonb3oBaTenii, a B HEAHOHUMHbIX WAEHTUdUKaUMM nosib3oBaTens
aBnsieTca obs13aTenbHON.

Takke crnegyer pas3nuyatb  ONEKTPOHHble  (bmaTHble  AeHbrn  (paBHbI
rocy4apCTBEHHbIM BanidTaM) W 3MEKTPOHHble HeduaTHble [eHbrn (He paBHbI
rocygapCTBEHHbIM BasntoTam).

OcHoBHble coBeTbl NO BesonacHom paboTe C ANEKTPOHHBbIMU AeHbramMMu:

1. MpuBsxkn K cyeTy MOOUNbHLIN TenedoH. ATO cambil YAOBHbLIN N ObLICTPbLIN
cnoco® BOCCTaHOBUTbL AOCTYNn K cudeTy. [lpuBaA3aHHbIM TenedoH MNOMOXET, €Ccnu
3abynellb CBOWM NaTeXHbIN Naposnb Uy 3angellb Ha CanT C HE3HaKOMOro YCTPOWCTBa;

2. Wcnonb3yn opHopasoBble nMaponu. [locne nepexoda Ha  YCUMEHHYHO
aBTopmsauuio Tebe yxe He OygeT yrpoxaTtb OMACHOCTb KpaXu WM nepexsaTa
nnaTeXxHoro napons;

3. Bbolbepu croxHbin naponb. NpectynHukam 6yaeT He NpocTo yragaTb COXHbIN
naposb. HagexHble naponu - 3TO nMaponu, KOTopble cogepXaT He MeHee 8 3HaKoB U
BKMOYAlOT B cebs1 CTPOYHbIE U NponUcHbie ByKBbl, UMAPbI U HECKONBKO CMMBOSIOB, Takne
Kak 3HaK aonnapa, pyHTa, BocKnuuaTenbHbI 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOU NIMYHbIE AAHHbIE HA CanTax, KOTOPbIM HEe JOBEpPSELLb.

OneKTpoHHas noyta

SﬂeKTpOHHaH noyta - 3TO TEXHONOrmA w1 npegocrtasndemMble €0 YCIyrm no



nepecbifike M MNOMYYEHUIO 3NIEKTPOHHbBIX COOOLLEHUI, KOTOpble pacnpenensioTca B
KomnbioTepHON ceTun. OObIYHO SNEKTPOHHLIA MOYTOBLIN SAWMK BbIrMAAUT cregylowmm
o6pa3om; nmsa_nonb3oBaTena@umMs_aoMeHa. Takke KpoMe nepegaym npocTtoro TeKCTa,
NMeeTCcHa BO3MOXXHOCTb nepeaaBaTtb dpansbl.

OcHoBHble coBeTbl N0 BGe3onacHom paboTe ¢ 3NEKTPOHHOM NOYTON:

1. Hago BbiGpaTb npaBuribHbIN MOYTOBLIN CepBUC. B MHTEpHETE eCTb OrPOMHbIN
BblOOp 6ecnnaTHbIX MOYTOBLIX CEPBMCOB, O4HAKO fy4lle AOBEPSATb TEM, KOro 3Haellb U
KTO NepBbIN B PEUTUHTE;

2. He ykasbiBah B NUYHOW MOYTE JNMYHYO MHpopMauuw. Hanpumep, nydwe
BblOpaTth "My3blkanbHbIN_aHaT@" nnu "pok2013" Bmecto "tema13";

3. Wcnonb3yn AByxaTanHyi aBTopu3aumto. ITO Korga MOMUMO Mapons HYXHO
BBOAUTb KoA, Npucbinaembin no SMS;

4. Bbibepun crnoxHbln naponb. [Ans KaXXgoro noYToBOro silumka gosikeH 6biTb CBOWM
HaZeXHbIN, YCTONYNBLIW K B3NIOMY Maporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMY CBOW JINYHbIN BOMPOC, UCMOSb3ymn
9Ty BO3MOXHOCTb;

6. VMlcnonb3ynm HECKOSbKO MOYTOBbIX AWMKOB. [lepBbl ANs 4YaCcTHOM MNepennucku C
agpecatamu, KOTOPbIM Thl OBEpPSIELLb. DTO ANEKTPOHHbBIN agpec He Hago MCNoNb30BaTb
npu perncTpaunm Ha gpopymax u camrax;

7. He oTkpbIBan hansnbl 1 gpyrne BrioXeHUs B MMCbMax gaxke eCnu OHW NpULu ot
TBOMX Apy3en. Jlydwe yTouHn y HUX, OTrnpaBnanu nn oln tebe atn dpannel;

8. lNocne okoH4YaHMs paboTbl HA NOYTOBOM CEpBUCE Nepesd 3akpbITUEM BKagKu C
canToM He 3abyab HaxaTtb Ha "Bbintun".

KnbepbynnuHr nnm BupTyanbHOe U3neBaTesnibCTBO

KnbepbynnuHr - npecnegoBaHue COOOLLEHUAMK, coaepXxalmmm ockopbneHus,
arpeccuio, 3anyrmBaHue; XynuraHcTBo; couuanbHoe OOMKOTUPOBaHME C MOMOLLbHO
pasnNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo bopbbe ¢ kKNbepbynnNUHrom:

1. He 6pocaica B 6on. Jlydwmin cnocob: nocoBeToBaTbCs Kak cebst BeCTU U, ecnu
HeT TOro, K KOMy MOXHO 06paTuTbCA, TO BHayane ycnokoutbcs. Ecnv Tbl HayHewsb
oTBeYaTb OCKOpPONeHnaAMM Ha OcKOpbrnieHus, TO TONbKO elle 6onblle pasoXKellb
KOHQDINKT;

2. YnpaBnsan cBoen kubeppenyTtaunen;

3. AHOHMMHOCTb B ceTn MHMMas. CyLecTBYIOT CNOCODObI BbIACHUTb, KTO CTOUT 3a
@HOHMMHbIM aKKayHTOM;

4. He cTouT BECTU XYNUraHCKuUin obpas BUPTYyarbHOM XU3HU. IHTepHET omnkeupyeT
BCE TBOW OENCTBUS U COXPaHSeT ux. Yaanutb nx 6yaeT KpanHe 3aTpyaHUTENBHO;

5. Cobnitopain cBon BUPTYyarnbHY YeCTb CMOMoAY;

6. UrHopnpyn eauHnyHbln Heratue. OgHopasoBble ockopbuTerbHble COOOLLEHNSA
nydywe urHopmposaTb. OBbIYHO arpeccus npekpalaeTcs Ha HavyanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COOBLLEHNAMM, B
coumanbHbIX CeTSAX €eCTb BO3MOXHOCTb OfOKMPOBKM  OTMNpaBKM COOOLLUEHUN C
onpeaerieHHbIX agpecos;

8. Ecnn Tbl cBupetenb knbepbynnuHra. TBoM [ENCTBMSA: BbICTYNUTb MNPOTUB



npecrnegoBaTtend, MokasaTb €My, 4YTO €ero [OeucTBuMsi OLEHMBAKTCA HeraTmsHO,
noaaepXatb XepTBY, KOTOPOW HY)XHa NCUXOSormyeckas nomoLlb, COOOLWNTb B3POCTLIM O
drakTe arpeccuBHOro NoBeAeHns B CETHU.

MoOunbHbI TenedoH

CoBpeMeHHble CMapTOHblI M MNNaHWweTbl cogepxat B cebe BMonHe B3pOChbIv
OYHKLUMOHAN, N Tenepb OHM MOTYT KOHKYPUpOBaTb CO CTAUMOHAPHbIMU KOMMbOTEPAMMU.
OpHako, cpeacTB 3alnTbl ANst Nog06HbIX YCTPOMCTB Noka O4eHb Mano. TecTupoBaHue U
NOUCK YSI3BMMOCTEN B HUX MPOUCXOAUT HE TakK MHTEHCUBHO, Kak ans [NK, To ke camoe
KacaeTcd U MOOUIbHbIX NPUNOXEHWIA.

CoBpeMeHHble MObunbHble Opay3epbl yXe MNpaKTUYEeCKU AOrHanM HacTosbHble
aHanory, ogHako pacluMpeHue (pyHKUMOHana BrieyeT 3a cobon BONbLIYD CNOXHOCTb U
MEHbLUYIO 3aLMLLEHHOCTb.

[laneko He Bce npom3BOAUTENN BbINyCKaldT OOHOBNEHMs, 3akpbiBatoLme
KpUTU4eckme ya3BuMoCTU OS151 CBOUX YCTPONCTB.

OcHoBHble coBeTbl Anga 6e3onacHOCTU MobunbHOro TenedoHa:

1. Hnyero He sBngaetcs no-Hactoswemy 6ecnnatHbiM. byob OCTOPOXEH, Bedb
korga Ttebe npegnaraloT G6ecnnaTtHbii KOHTEHT, B HEM MOTYT OblTb CKPbITbl Kakue-To
nnaTHble YCRyru;

2. Nyman, npexae 4yem otnpasnte SMS, poTo unm Buaeo. Tebl TOYHO 3HaelWb, rae
OHM ByayT B KOHEYHOM UTore?

3. Heobxoanmo obHOBMATE OnepaunoHHY CUCTEMY TBOEro CMapT(OHa;

4. icnonb3yn aHTMBMPYCHbIE NpOorpaMmmbl AN MoObUnbHbIX TeNnegoHOB;

5. He 3arpyxan npunoxeHus OT HEU3BECTHOrO WCTOYHWKA, Bedb OHW MOryT
cogepxxaTb Bpe4oHOCHOE nporpaMmmHoe obecneyeHune;

6. [Nocne Toro Kak Tbl Bblgelb C canTa, rge BBOAUN NMNYHYKO MHOpMaumto, 3angm
B HAcCTpownkn bpaysepa u yganu cookies;

7. Tlepunognyeckn nNpoBepaAn Kakue nnaTHble YCIryrM akTMBUPOBaAHbI Ha TBOEM
HOMepeE;

8. [laBan cBon HoOMep MOBUNBHOrO TeredoHa ToMNbKO NASAM, KOTOPbIX Thl 3HaeLWb
N KOMYy goBepsieLlb;

9. Bluetooth gomxeH 6bITb BbIKNIOYEH, KOrga Tbl MM He nonb3yellbes. He 3abbiBan
WMHorga npoBepsiTb 3TO.

Online urpsbl

CoBpeMEHHbIE OHMaNH-Urpbl - 3TO KPaCOYHble, 3axBaTblBalOLUME pa3BreYeHus,
oObeanHsoLWmMe COTHN ThiCSY YerlioBeK Mo BceMy MUpy. Urpokn nccrnepyoT AaHHbIA UM
Mup, obLiaroTcs Apyr C APYroM, BbIMOMHAIOT 3adaHusi, CpaaklTCcs C MOHCTpaMu W
nony4atoT onbIT. 3a YA0BONbLCTBME OHM NNATAT: NOKYNatT AMUCK, onfaynBatoT aboHeMeHT
NNy NpuobpeTalT Kakne-To OnLuN.

Bce aTu cpeacteBa mayT Ha NoadepkaHuWe U pasBUTUE WUMPbl, @ Takke Ha camy
Ge30nacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPU3aLMK1, BbiNyCKalOTCS HOBbIE NaTyu
(uMdbpoBbIe 3annaTku AN NPorpamMMm), 3aKpbiBaloTCS YSI3BUMOCTM CEPBEPOB.

B nogobGHbIX mMrpax CTOMT onacaTbCH He CTONIbKO CBOWMX COMEPHUKOB, CKOSbKO



Kpaku TBOEro naporsisi, Ha KOTOPOM OCHOBaHa cucTemMa aBTopu3auum 60NbLINHCTBA Urp.

OcHoBHble coBeTbl N0 6e30MacHOCTN TBOErO UFPOBOIO akkayHTa:

1. Ecnu pgpyron wurpok BegeT cebsa nnoxo umnm cos3gaet Tebe HenpusaTHOCTM,
3abnokupym ero B CrmMCKe UrpoKOB;

2. lNoxanynca agmMuyHUcTpaTOpaM WUrpbl Ha Mroxoe MoBeAeHWe 3TOro WUrpoka,
XenartenbHO NPUNOXUTb Kakne-To foKkasaTesibCTBa B BUAE CKPUHOB;

3. He ykasblBan fiM4Hyt0 MHOpMaLMIo B npodanne urpbl;

4. YBaxan gpyrmx y4aCTHUKOB MO Urpe;

5. He ycTtaHaBnmBan HeoduumnanbHble NaTtym N Moabl;

6. Mlcnonb3ym CrioXHble U pasHble naponu;

7. [axxe BO BpeMA Urpbl HE CTOUT OTKIO4aTb aHTUBMpPYC. [oka Tbl Urpaellb, TBOM
KOMMbIOTEP MOryT 3apasunTb.

OUWKWHT nnun KpaXxa JIM4YHbIX JaHHbIX

O6bIl4HOM Kpaxen OeHer U OOKYMEHTOB CErofHsl yXXe HUKOro He yAMBULLb, HO C
pasBUTUEM MHTEPHET-TEXHOMNOIMMIA 3SI0YMbILLSIEHHUKN MNEepeMeCcTUnIMCb B WHTEPHET, WU
NpoaOMKaT 3aHMMaTbCs "NbumbiM" genom.

Tak nosBMnacb HOBas yrposa: UHTEpPHET-MOLEeHHUYeCcTBa UM OULLMHI, rnaBHas
Luenb KOTOPOro COCTOUT B MOJSIYMEHUN KOH(PMAEHUManNbHbIX AaHHbIX Nofb3oBaTefien -
nornHoB 1 naporien. Ha aHrnunckom asbike phishing yntaetcs kak dpuwmHr (ot fishing -
pblbHas noens, password - Naponb).

OcHoBHble coBeTbl No bopbbe ¢ PULLMHIOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina
B3NlOMaHa, To Heob6xoanMmMo 3abnoknpoBaTb ee U CoodLWNTbL agMUHUCTPaToOpam pecypca
00 3TOM Kak MOXXHO CKOpee;

2. Ncnonb3yn ©GesonacHble Be6-canTbl, B TOM 4uUCre, MHTEPHET-MarasnHoB WU
MOWUCKOBbIX CUCTEM;

3. Vicnonb3yi cnoxHble 1 pasHble naponu. Taknum obpasom, ecnv Tebsa B3nomatoT,
TO 3NOYMbILIEHHNKN NoslydaT AOCTYN TONbKO K O4HOMY TBOeMy Npodunio B ceTu, a He
KO BCEM,;

4. Ecnu Tebs B3nomanu, To HeobxoauMO npeaynpeauTb BCEX CBOMX 3HAKOMBbIX,
KoTopble gobaerneHbl y Teba B Apy3bsaX, O TOM, 4YTO Tebs B3nomanu v, BO3MOXHO, OT
TBOEro MeHn byaeT paccblinaTbCs cnam U CCbINKU Ha OULLIMHIOBbIE CaMThl;

5. YcraHoBu HagexHbiv naponb (PIN) Ha MOBUNbHBLINM TenedoH;

6. OTKNOYKM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan gpansibl n gpyrue BrOXeHUs B NMCbMax gaxe ecrv OHW NpuLLnuv ot
TBOUX Apy3en. Jlyylle yTOYHU Y HUX, OTNpaBnsanu nv oHn tebe atu damnnel.

Lindpposas penytaums

LindopoBasa penytauma - aTo HeratMBHas unm nosnTUBHaA MHQopmaunsa B ceTn o
Tebe. KomnpomeTnpyrowas nHgopmMmaumnsa pasmeLeHHas B UHTEPHETE MOXET CEPbe3HbIM
obpa3omM OTpasnMTbCA Ha TBOEW peanbHOW XusHu. "Lindposas penytauma" - 310 TBOM
UMUK, KOTOPbIN hopMUpyeTCs U3 MHpopmaumm o Tebe B MHTEPHETE.

TBOE MeCTO XuTenbcTtBa, y4ebbl, TBOE (PUHAHCOBOE MNOSIOXKEHMUE, OCOBEHHOCTU



XapakTepa 1 pacckasbl 0 BrIM3KUX - BCe 9TO HakansMBaeTCs B CETU.

MHOrme noapoCTKM  JErKOMbICIIEHHO OTHOCATCA K  Nybnukauum  NUYHON
UHopmaumm B WHTepHeTe, He MOoHMMasi BO3MOXHbIX MOCNeaCTBUW. Tbl Jaxe He
CMOXe€elb AoragaTbCa O TOM, 4TO poTorpadpus, pasmelleHHass S neT Hasapg, crana
NPUYNHON OTKa3a NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmewieHne TBoux dotorpacdpum n gpyrme OenctBua MOryT He
MCYE3HYTb JaXke Mocne Toro, Kak Tbl UX yaanuuwb. Tbl HE 3Haelb, KTO COXpaHum 3Ty
MHdopMaLMIo, Nonana fim OHa B NOMCKOBbIE CUCTEMbI M COXpaHMNach M OHa, a rfaBHOE:
4yTO nogymarT O Tebe okpyxatllee nan, KOTopble HamayT M yBuaAT 3TO0. Hantum
MHdOPMaLMIO MHOIO NIET CNyCTs CMOXET Nobon - Kak n3 gobpbix NobyXaeHUn, Tak U C
HaMepeHNEM NPUYNHUTL Bped. ATO MOXET ObITb KTO YrogHo.

OcCHOBHbIE COBETbI NO 3aWMTE LMGPOBOM penyTauuu:

1. Nogyman, npexge 4em 4TO-TO NybnukoBaTb N Nepefasath y cebs B 6riore nnu
B couManbHOW ceTu;

2. B HacTpourkax npodunsa yCTaHOBW OrpaHUYEeHns Ha NPOCMOTP TBOEero npoduns
N ero cogepXXumoro, caenan ero Tonbko "ans apysen”;

3. He pasmewan u He ykasbiBa WHGOpPMaUMO, KOTOpas MOXeT Koro-nvbo
0oCKopbnATb MNn obmxaTb.

ABTOpCKOE NpaBo

CoBpeMeHHble LUKOMbHUKK - aKTUBHbIE NOfb3oBaTeNn LMEPOBOro NpoCTpaHCTBa.
OpHako Janeko He BCe 3HalT, YTO MOfb30BaHWE MHOMMMWU BO3MOXHOCTAMU LINPPOBOro
Mupa TpebyeT cobnogeHnsa NpaB Ha UHTeNeKTyarbHYy0 COOCTBEHHOCTb.

TepMuH "vHTENNeKTyanbHaa cCO6CTBEHHOCTL" OTHOCUTCS K PasfnMyHbIM TBOPEHUSM
4YenoBeYvYeCcKoro yma, HadMHad C HOBbIX M306peTeHun u 3HakoB, OBO3HaYalLNX
COBCTBEHHOCTb Ha MPOAYKTbI M YCRyrM, W 3akaH4dumBasi KHuramu, doTtorpadousmu,
KMHODUNbMaMn 1 My3blKasibHbIMW NPOU3BEAEHUSAMN.

ABTOpCKME npaBa - 9TO NpaBa Ha WHTENNeKTyanbHyl COBCTBEHHOCTb Ha
npousBefeHNa Hayku, nutepatypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTyNakwT B
KayecTBe rapaHTUM TOro, YTO WHTENNeKTyanbHbIN/TBOPYECKUA TPyL aBTopa He 6Gyaer
HanpacHbIM, 4acT eMy crpaseanunBeble BO3MOXHOCTY 3apaboTaTb Ha pesynbTaTax CBOEro
Tpyaa, NosnyunTb U3BECTHOCTb M NpusHaHune. Hukto 6e3 paspelueHns aBTopa He MOXeT
BOCMNPOM3BOAUTL €ro npousseneHne, pacnpocTpaHaTb, Ny6sIMY4HO OeMOHCTpUpoBaTb,
npogasatb, UMMNOPTUPOBATb, MNyckaTb B nNpokaT, NybnMMYHO  UCMONHATD,
NoKasbIBaTb/UCNOMNHATL B adompe unu pasmeratb B HTepHeTe.

Mcnonb3oBaHne "nupatckoro” nporpaMmmHOro obecnevyeHusi MOXeT NpUMBECTU K
MHOMMM pUCKaM: OT MOTEPU [AaHHbIX K TBOMM akkayHTaMm [0 OS5IOKMpOBKM TBOErO
YCTPOWCTBA, rAe yCTaHOBMNEeHa HeneranbHaga nporpamma. He ctout Takke 3abbiBaTb, YTO
CYLLLECTBYIOT neranbHble 1 6ecnnaTHble NporpamMMbl, KOTOPbIE MOXXHO HANTKU B CETH.

O noptane
CeTeBMYOK.p - TBOW MaBHbIN COBETYMK B CE€TU. 34eCb Thbl MOXELb Y3HaTb O

Ge3onacHOCTM B CETU MNOHSATHbIM W OOCTYMNHbIM $3bIKOM, a Mpyv BO3HUKHOBEHMUU
KPUTUYECKOW CUTyauum obpaTuTbCs 3a COBETOM. A Takke NPUHATb yvacTue B KOHKypcax



1 cTaTb cCambiM LMPPOBLIM rpaxaaHuHoMm!

MpunoxeHne N 3

MamsaTka
Aana poauteneun o6 nHdopmauMoHHON 6e3onacHOCTU AeTen

OnpepeneHne TepMmnHa "vHpopmaumoHHaa 6e3onacHoCTb geTen" coaepXuTcsa B
depepansHom 3akoHe N 436-03 "O sawwmTte geTterm OT MHOPMAaUUKU, MPUYMHSIOLLEN
Bped WX 340POBbK M pasBUTUKD", perynupyrowmmMm OTHOLLUEHWUS, CBA3aHHblE C 3aLlMTON
aeTten oT MHopMaLmn, NPUYMHSIOLWEN Bpea Ux 34opoBbto 1 (unu) passutuio. CornacHo
AaHHOMY 3aKkoHYy "uMH(OpMauuoHHasi ©GesonacHOCTb AdeTen" - 39TO  COCTOSAHWE
3alMLLEHHOCTN, TMPU  KOTOPOM OTCYTCTBYET PUCK, CBHA3AHHLIN C MNPUYUHEHUNEM
MHdopMaLmen Bpeda nx 34opoBblo U (MN) PU3NYECKOMY, NCUXNUYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-®3 wnHdopmaumen, npuyumHaowen spen
340pOBbIO U (MNIN) Pa3BUTUIO OETEN, ABNAETCSA:

1. tHoOpMaums, 3anpeLleHHada ona pacnpocTpaHeHnsa cpean aeTeu;

2. VH(opmMauusi, pacnpocTpaHeHue KOTOpPOM OrpaHMYeHO cpean OeTen
onpeaerieHHbIX BO3PaCTHbIX KaTeropuin.

3. K uHhopmaumu, 3anpeLieHHon anga pacnpocTpaHeHus cpeam geTen, OTHOCUTCA:

4. wHopmaumsa, nobyxgawwass OeTel K COBEPLUEHUIO  OEWCTBUMN,
NpeacTaBnsWNX Yrpo3y UX XKU3HU N (MNIK) 34OPOBLIO, B T.4. MPUYNHEHUIO Bpeaa CBOEMY
340pOBbIO, CAMOYBUICTBY;

5. cnocoBHOCTL BbI3BaTb Y AeTeN xenaHne ynotpebutb HapKkoTu4eckne cpeacTsa,
NCUXOTPONHbIE U (MNK) ogypMaHUBaloLWMe BelwecTBa, TabayHble U3genusi, ankorosibHyo
N cnnpTocodepXallyo NpoayKumo, NMMBO U HaMUTKW, U3roTaBfiMBaeMble Ha ero OCHOBE;
MNPUHATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCA NPOCTUTYLMEN, BPOASKHNYECTBOM UN
NonNpoLLIanHNYECTBOM,;

6. obocHOoBbIBalOLWass uWnNu onpaegbiBatowas [onyCTUMOCTb Hacunma un  (Unwn)
XecTokocTn nubo nobyxaawwaa OCyWecTBNsATb HAaCUIIbCTBEHHble AEeWCTBUSA Mo
OTHOLLEHWIO K NIOASIM U XKUBOTHbIM;

7. oTpuuarLiaa ceMenHble LLEHHOCTU 1 (DOPMUPYIOLLAS HEYBaXeHNEe K poanTeSsaM
n (M) ApyruM YrieHam CembM;

8. onpasabiBaoLLlas NPOTUBONPaABHOE NoBeAEHUE;

9. cogepxallasa HeLeH3ypHY0 BpaHb;

10. cogepxaiyasa nHopmaumo nopHorpagrUyeckoro xapakrepa.

K uHdopmaumn, pacnpocTpaHeHMe KOTOpPOW OrpaHWdYeHo cpeau geTen
onpeaerieHHoro Bo3pacra, OTHOCUTCA:

1. WHopmauus, npeacraBnsemMas B Buae WU300paeHUs Wnn  onucaHus
XECTOKOCTU, PM3MNYECKOro U (MNKn) MNCUXMYECKOro Hacunmd, NpecTynsieHns Unu MHOro
aHTMOOLLECTBEHHOro AEeNCTBUS;

2. BbI3blBaKOLLas y AeTen cTpax, yac unm naHuky, B T.4. npeacrasndemMasi B Buae
N300paXkeHUss UNM ONUCaHUA B YHWXaKOLWEN 4YernoBevyeckoe [OOCTOMHCTBO dhopme
HeHacunbCTBEHHOM CMepTU, 3aboneBaHuns, camoybunincTaa, HeC4acTHOro criydasi, asapum


http://student.garant.ru/document?id=12081695&sub=204
http://student.garant.ru/document?id=12081695&sub=5

nnu katactpodbl 1 (MNKN) NX NOCNEACTBUN;

3. npeacTtaensemMas B BMAEe M300paKeHUS MM OMMCaHUSA MOMOBbIX OTHOLUEHWUR
MeXOy MY>XYUHOM U KEHLLMHOW;

4. cogepxallaa OpaHHble CroBa N BbIPaXEHUS, HE OTHOCALLMECHA K HELIEH3YPHOW
OpaHu.

C ydyetom atoro Bam npeanaratotcsa npaBuna padotbl B cetu WHTepHeT ans
pasnu4YHbIX BO3PacCTHbIX KaTeropun, cobniogeHne KoTopbiX MO3BONUT obecneynTb
MHdOPMaLMOHHYO 6e30MacHOCTb BallMX OETEN.

O6wwue npasmna onsa poantenen

1. HesaBncumo oT Bo3pacta pebeHka Mcnosnb3ynte nporpammHoe obecnevyeHue,
nomorarwwiee uUNbLTPOBaTb M KOHTpPONMPOBaTb WHAOPMALMIO, HO He MnonaramTechb
NMOSTHOCTLIO Ha Hero. Bawe BHMMaHMe K pebeHKy - rmaBHbIN MeTo[, 3aLUnTbI.

2. Ecnn Baw pebGeHOK MMeeT akkayHT Ha OAHOM W3 couMarnbHbIX CEPBMCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru wn T.n.), BHMMaATENbLHO W3y4YUTE, KaKyko
MHOpPMaLMIO MNOMELLLADT €ro yyacTHMKM B CBOMX Mnpochunax wm Bnorax, BKIoYas
doTorpacun 1 Bngeo.

3. lNpoBepbTe, C KakKMMKU OPYrMMN caUTaMn CBSI3aH coumarnbHbI cepBuc Bawero
pebeHka. CtpaHuykum Bawero pebeHka wMoryT ObITb 6Ge3onacHbIMW, HO MOTYT W
coepxaTb CCbIIKM Ha HexenaTernbHble U OnacHble CanTbl (Hanpumep, NOPHOCANT, Un
CanT, Ha KOTOPOM ApYyr YyNnOMMHaeT HOMep COTOBOro TenedoHa Bawero pebeHka mnm
Baw gomawHuim agpec)

4. MNoowpsnTte Bawwnx geten coobwate 060 BCEM CTPAHHOM UMM OTTaNKMUBaLWMM
N He CNULIKOM OCTPO pearnpymTe, Korga OHW 3TO AenarT (U3-3a onaceHusi noTepsTb
aoctyn K VIHTepHeTy 4eTu He roBopAT poauTtensm o npobnemax, a Takke MoOryT HayaTb
ncnonb3oBaTb VIHTEPHET BHE AOMaA W LUKONbI).

5. byabTte B Kypce ceTeBou xu3HW Bawero pebeHka. MHTepecymTtecb, KTO WX
Apy3bs B IHTepHeTe Tak e, Kak MHTepecyeTeChb pearibHbIMU OPY3bAMM.

BospacTt ot 7 oo 8 nert

B WHTepHeTe pebeHOK cTapaeTcs NOCETUTb T€ UMWN UHblE CalTbl, @ BO3MOXHO U
YyaTbl, paspeLleHme Ha NnoceLleHne KOTopbiX OH He nony4un el oT poautenen. Noatomy
poautensaMm ocoBeHHO nonesHbl 6yayT Te OT4yeTbl, KOTOpble MPeaoCTaBfisaTCA
nporpaMmamum MO OrpaHMYEeHUI0 Ucnonb3oBaHua WHTepHeTa, T. e. Poamtenbckumn
KOHTPOSIb UM TO, YTO Bbl CMOXeETe yBMAETb BO BPEMEHHbIX dpannax. B pesynbtate, y
pebeHka He OygeT OLWyUWeHUsl, YTO 3a HUM BedeTCsl MOCTOSAHHbIN KOHTPOSb, OAHAKo,
poauTtenu 6yayT MNo-npexHemy 3HaTb, Kakue canTbl nocelwiaet ux pebeHok. [etn B
AaHHOM Bo3pacTe 00nagalT CUMbHbIM YyBCTBOM CEMbW, OHUW [AOBEPYMBbBI U He
COMHeBatoTcsa B aBToputeTax. OHM NMobAT urpatb B CETEBbLIE UMPbI U NyTeLeCcTBOBaTb MO
MHTEpHETY, WCNONb3ys ONEeKTPOHHY MOYTy, 3axoAuTb Ha CalTbl W 4aTbl, He
pekoMeHOOoBaHHble poauTensMu.

CoBeTbl No 6e3onacHocTK B ceTn VIHTepHeT ana aeten 7-8 net

1. CosganTte cnMCOK OOMalHUX npaBun noceweHns VHTepHeTa npu yydyacTuu
aeten n TpebyinTe ero BbiNOSHEHUS.



2. TpebyinTte oT Bawero pebeHka cobnoaeHNa BPEMEHHbLIX HOPM HaxXoXOeHus 3a
KomnbioTeEpPOM. [NMokaxuTte pebeHky, 4To Bbl HabnogaeTe 3a HUM He NOToMy 4YTO Bam aTo
xo4yetcd, a notomy 4yto Bbl 6ecnokontecb 0 ero 6e3onacHOCTM U Bcerga rotoBbl €My
NOMOYb.

3. KomnbloTep € nogknoveHnem K WMHTepHeTy OOMKEH HaxoAuTbCs B oOLen
KOMHaTe nog npMcMoTpoM poguTenen.

4. Ncnonb3ynte crneunanbHble AeTCKME NOUCKOBbIE MALUUHbI.

5. Wcnonb3ynte cpencrBa OrOKMPOBaHUS HeXenaTenbHOro KOHTEHTa Kak
AOMNOMHEHNe K cTaHgapTHOMY PoanTenibCKOMyY KOHTPOITHO.

6. Co3gante ceMenHbI SNEKTPOHHbIA AWMK, YTOObI HE NO3BONMUTL OETAM UMETb
cobCcTBEHHbIE agpeca.

7. bnokmpynte poctyn K camtam € 6ecnnaTHbIMW MOYTOBLIMU ALLMKAMU C
NMOMOLLIbIO COOTBETCTBYHOLLLEIO NPOrpamMMHOro obecneyeHus.

8. lMpunyunte peten cosetoBaTbCA C Bamu nepen onybrnvkoBaHMemM Kakom-rivbo
MHOpMaUMN CcpeacTBaMn SNIEKTPOHHOW MNOYTbl, 4YaTOB, PErncTpauMoOHHbLIX opMm U
npodunen.

9. Hayunte peten He 3arpyxaTb ¢pannbl, NporpaMmmbl UNuM My3blky 6e3 Bawlero
cornacus.

10. He paspewante pertaMm wucnonb3oBaTb CNyxbbl MrHOBEHHOro o6MeHa
coo0OLWeHnsamu.

11. B "6enbin" cnnucok canToB, paspeLlleHHbIX a9 NnoceweHnsi, BHOCUTE TOSMbKO
CanTbl C XOpoLlen penyTaumnen.

12. He 3abbiBante 6ecepoBaTb ¢ geTbMmn 06 ux opys3bax B IHTepHeTe, Kak ecnu
Obl peyb Wra o ApYy3bsiX B pearibHOM XU3HW.

13. He genante "taby" n3 BonpocoB MOMOBOM XWU3HKU, TaK Kak B MIHTepHeTe aetu
MOTFYT NErko HaTKHYTbLCA Ha NOpHorpaduio nnn cantsl "ans B3pocnbIx”.

14. MNpuyunte Bawero pebeHka coobwate Bam 0 NOObIX yrposax unm Tpesorax,
cBa3aHHbIX ¢ MIHTepHeToM. OcTaBanTeCb CMOKOMHbIMUA U HANOMHUTE OETSM, YTO OHU B
Ge3onacHOCTK, ecnu camMu pacckasanuM BaMm O cBoux TpeBorax. [loxBanute ux wu
NnocoBeTyNTe NOAONTU eLle pa3 B NOA0OHbIX Cryyasx.

BospacTt geten ot 9 o 12 net

B paHHOM BO3pacTe OeTn, Kak npaBurio, yXe HachnblwaHbl O TOM, Kakas
nHdpopmaums cywecteyeT B MIHTepHeTe. CoBepLUEHHO HOPMarnbHO, YTO OHWU XOTSAT 3TO
yBUOETb, MpoYvYecTb, YycnblwaTtb. [lpy 9TOM HYXHO MOMHWUTL, YTO AOCTyn K
HexenatenbHbIM MaTepuanamMm MOXHO fierko 3abnokupoBaTb NpU MNOMOLWM CPeacTB
PoanTtenbCckoro KOHTPOns.

CoBeTbl No 6e3onacHocTK ansa geten ot 9 Ao 12 net

1. Co3pganTte cnncok AoMallHUX npasun noceweHuns VIHTepHeT npu y4actum geten
n TpebynTe ero BbIMNOTHEHWS.

2. Tpebynte oT Bawero pebeHka cobnogeHns HOPM HaxOXOeHus 3a
KOMMbIOTEPOM.

3. Habnwopante 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKAXUTE eMy, YTO
Bbl 6ecnokonTechb 0 ero 6e30nacHOCTM 1 BCerga rotoBbl 0Oka3aTb €My NOMOLLb.

4. KomnbloTep c nogkntoyeHnem B WIHTEpHET [OMmKeH HaxoauTbca B 0bLien



KOMHaTe nog npMcMoTpOM poauTenen.

5. Wcnonb3ynte cpencrtBa OMNoKMpoBaHMS HeXenaTerbHOro KOHTEHTa  Kak
AOMNOMHEHNe K cTaHgapTHOMY PoanTenibCKOMyY KOHTPOITHO.

6. He 3abbiBanTe npuHMMaTb HEMNOCPEACTBEHHOE Yy4yacTue B XU3HU pebeHka
B6ecenoBaTtb ¢ 4eTbMK 00 NX Apy3bsix B IHTEpHeTe.

7. HactamBawnTte, 4ToGbl AETU HMKOr4a He Corfawanucb Ha NUYHbIE BCTPEYU C
Apy3bsiMun no NHTepHeTy.

8. MNo3Bongante geTam 3axoauTb TONbKO Ha cawnTbl M3 "Genoro” cnucka, KOTopbIn
co3faunTe BMecTe C HAMM.

9. MNpuyunTte geTerm HUKOrga He BblgaBaTb JIMYHYKO WMHGOPMAaUUIO cpencTBaMu
9NIEKTPOHHOW  MOMYTbl, 4aToB, CWUCTEM MrHOBEHHOro obmeHa coobuweHnsMu,
pPErmcTpaumoHHbIX OpPM, JIMYHbLIX NpOoUIeEn M Npu perncTpaumm Ha KOHKYpCbl B
NHTepHeTe.

10. lpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspelueHus.
O6bACHMTE UM, YTO OHM MOTYT CNy4YarHO 3arpy3nTb BUPYCbl NN OPYroe HexenaTtenbHoe
nporpaMmmMHoe obecneveHue.

11. Co3pgante Bawemy pebeHKy orpaHM4eHHy y4eTHy 3anucb Ans paboTbl Ha
KOMMbIOTEPE.

12. MNpuyunte Bawero pebeHka coobwate Bam O NOObIX yrpo3ax unm Tpesorax,
cBA3aHHbIX ¢ MHTepHeTOM. HanomHuTe geTtaMm, 4TO OHM B ©e30macHOCTU, ecnn camu
pacckasanum BamMm O CBOUX TpeBorax nm onaceHusx.

13. Pacckaxunte geTtam o nopHorpadgpum B IHTepHeTe.

14. HacrtamBante Ha TOM, 4YTOObl OeTWU NpenoCTaBnsnnM BaM AOCTYN K CBOEW
9NIEKTPOHHOW NoYTe, YTOBLI Bbl YOeaMUnMUCh, YTO OHW He 0BLLaloTCsl C HE3HaKOMLUAMM.

15. OOGbAcCHUTE [eTsaM, 4YTO Henb3s UCMNoNb3oBaTb CETb ANA  XYNUraHCTBa,
pacrnpoCTpaHEeHUs CrfeTeH Un yrpos.

Bospact geten ot 13 go 17 net

B aTOomM BO3pacTe nOAPOCTKM aKTUBHO WCMOMb3YHT MNOUCKOBbIE MalUUHbI,
NONb3YITCS 3ONEKTPOHHOM MOYTOM, cnyXbamum MrHOBEHHOro obmeHa coobLieHuamMn,
CKauyMBaloT My3blky 1 ounbMbl. Manbyunkam B 3TOM Bo3pacTe 6onblie no HpaBy cCMeTaTb
BCE OrpaHUYEHUsi, OHWU XaxayT rpyboro wmopa, asapTHbIX WUrp, KapTUHOK "ans
B3pocnbixX". [lJeBovkn npeagnovmnTatoT obwartbcs B Yatax, npu 3TOM OHM ropasgo bonee
YYBCTBUTESbHbI K CEKCYyalbHbIM oMOoraTesibctBam B VIHTepHeTe.

3a4acTyo B JaHHOM BO3pacTe poauTendaMm yXe BeCbMa CrOXHO KOHTPONMpoBaTb
cBOMX fOeTen, Tak Kak 06 VHTepHeTe OHM yXe 3HalT 3HayuTenbHo 60rblie CBOMX
poautenen. Tem He MeHee, He OTnyckamTe pgetern B "cBobogHoe nnaBaHue" Mo
NHTepHeTy. CTapanTecb akTMBHO y4acTBOBaTb B 06LEHMM pebeHka B IHTepHeTe.

BaxxHO no-npexHemy cTporo cobnwogatb npasuna WMHTepHeT-6e3onacHocTn -
cornaweHue mexay pogutensmu un getbMu. Kpome toro, He06X0AMMO Kak MOXHO Yalle
npocMmaTpuBaTtb OTYeTbl O AeATenbHOCTM Aeten B WHTepHeTe. CnegyeT obpaTtutb
BHUMaHMe Ha HeobXoOMMOCTb COAEpPXKaHMS pPoaMTENbCKMX naponen (naponemn
aAMUHUCTPATOPOB) B CTPOroM cekpeTte M obpaTuUTb BHMMaHME Ha CTPOrocTb ITUX
naponeun.

CoBeTbl No 6e3onacHoOCTK B 3ToM Bo3pacTe ot 13 go 17 nert



1. CosganTte cCnMCOK OOMalIHUX npaBun noceweHns WHTepHeTa npu yydyacTuu
noapocTKkoB M Tpebynte 6e3ycnoBHOro ero BbinonHeHusa. O6roBopute ¢ pebeHkom
CMUCOK 3anpeLlleHHbiXx canToB ("4yepHbin cnucok"), 4acbl paboTbl B VIHTEpHeTe,
PYKOBOACTBO Mo obLweHunto B IHTepHeTe (B TOM YMcre B YyaTtax).

2. KomnbloTep ¢ NoAknto4YeHnem K cetn MHTepHeT OOoMmKeH HaxoamTbecs B obuien
KOMHarTe.

3. He 3abbiBante 6ecenoBatb ¢ getbMn 06 nx Opy3bsx B VIHTepHeETE, O TOM, YeM
OHM 3aHATbl Takmm obpasom, 6yaTo pedb MOEeT O ApY3baAX B pearnibHOW XKU3HW.
CnpawmBanTe 0 noasax, ¢ KOTopbiMK AeTn obLaTca NocpeacTBOM Cry>XO MTHOBEHHOO
obmeHa coobLieHuamMmmn, YTobbl yoeamnTbes, YTO 3T NOAN UM 3HAKOMBI.

4. Wcnonb3ynte cpeactsa OnokMpoBaHUSA HexenaTenbHOro KOHTEeHTa Kak
AONOMHEHNE K cTaHgapTHOMY PoanTenbCKOMy KOHTPOIIHO.

5. Heobxognmmo 3HaTb, kakumMu 4vatamu nonb3ytotca Bawu getun. lNoowpsanTte
MCrNonb30BaHNe MogepupyeMbiX 4YaToB WM HacTamBanTe, 4ToObl AeTu He obuwanucb B
NpPUBaATHOM peEXMME.

6. HactanBante Ha ToM, 4TOObLI €T HUKOrA4a He BCTpeYanucb NIMYHO C OPY3bSAMU
n3 cetn IHTepHer.

7. llpuyunte peTen He BblgaBaTb CBOK JIMYHYK WHGOpMaLMIO cpeacTBamu
9NIEKTPOHHOW  MOYTbl, 4aToB, CWUCTEM MrHOBEHHOro obmeHa coobuweHnsmu,
perncTpaumMoHHbIX OpPM, JIMYHbIX Npodunen n npu perncTpauum Ha KOHKYpPCbl B
NHTepHeTe.

8. [lMlpunyunte peten He 3arpyxaTb nporpammbl ©0e3 Bawero paspeleHus.
O6bACHMTE UM, YTO OHM MOTYT CNyYarHO 3arpy3nTb BUPYCbl NN APYroe HexenaTtenbHoe
nporpaMmmHoe obecneveHue.

9. MNMpuyunte Bawero pebeHka coobuwaTte BaM O MNtOObLIX yrpo3ax unm Tpesorax,
cBA3aHHbIX ¢ MHTepHeTOM. HanomHuTe OeTaM, 4TO OHM B ©e30macHOCTU, ecnn camu
pacckasanu Bam, O CBOMX yrpo3sax unu Tpesorax. [loxsanute nx n nocoBeTymnte NogoNTu
elle pa3 B Nogo0HbIX cnyyasix.

10. Pacckaxute getam o nopHorpadum B NHTepHeTe. [ToMorute Um 3amTmnTbLCS
OT cnama. HayyuTe noapocTkoB He BblgaBaTb B VIHTepHeTe cBoero peanbHOro
9NIEKTPOHHOrO agpeca, He OTBeYaTb Ha HexenaTesnbHble NMUCbMa M UCNOMb30BaTb
crneunanbHble NoYToBbLIE PUNbLTPSI.

11. Mpunyymnte cedbs 3HAKOMUTLCA C canTaMn, KOTOpble NOCeLLaT NOAPOCTKMU.

12. Hayunte geten yBaxaTb ApPYrMx B MHTEpHeTe. Ybeamtecb, YTO OHWU 3HAKT O
TOM, YTO NpaBua XOpoLIero NoBegeHNa OENCTBYIOT Be3e - Aaxe B BUPTyarbHOM MUpe.

13. OObsCHUTE AeTaAM, YTO HU B KOEM criydae Henb3s mucnonb3oBatb CeTb Ans
XyNUraHcTBa, pacrnpoCTpaHeHNs CrfeTeH Unn yrpos Apyrum Noasam.

14. ObcyaguTte ¢ nogpocTkammn nNpobriemMbl ceTeBbIX a3apTHbIX UIP U NX BO3MOXHbIN
puck. HanomHuTe, YTO AEeTU HE MOryT UrpaTtb B 3TU UTPbl COrMacHO 3aKOHY.

[MOCTOSAHHO KOHTpONUpYMTE ucnonb3oBaHne VMIHTepHeTa Bawum pebeHkom! 310 He
HapyLleHne €ero JfIMYHOro NPOCTPaHCTBA, a Mepa MNpPedoCTOPOXHOCTM U NPOosiBIiEHWE
Bawen poantenbckon OTBETCTBEHHOCTU U 3a060ThI.



